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Post 1 July 2004:Post 1 July 2004:
ISPS maintenance & improvementISPS maintenance & improvement

continuous efforts neededcontinuous efforts needed
training & auditstraining & audits
realistic exercises & drillsrealistic exercises & drills

need to:need to:
test readinesstest readiness
identify & close loopholesidentify & close loopholes
share & disseminate best practicesshare & disseminate best practices

Ship & port security: ISPS CodeShip & port security: ISPS Code

Security Exercises & AuditsSecurity Exercises & Audits
Singapore: 3 maritime security Singapore: 3 maritime security 
exercisesexercises
Involving all security agencies, Involving all security agencies, 
operators of sensitive port operators of sensitive port 
installations & sensitive vessels installations & sensitive vessels 
Random audits at port facilities & Random audits at port facilities & 
shipsships

CapacityCapacity--buildingbuilding
maritime network only as secure as maritime network only as secure as 
its weakest link/nodeits weakest link/node
universal & effective ISPS universal & effective ISPS 
implementation essentialimplementation essential
Singapore involved in capacitySingapore involved in capacity--
building effortsbuilding efforts
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Securing SLOCsSecuring SLOCs

sea lines of communications sea lines of communications –– arteries of arteries of 
global commerceglobal commerce
Malacca & Singapore Straits Malacca & Singapore Straits –– jugular veinjugular vein

discussions on regional maritime security discussions on regional maritime security 
gaining momentumgaining momentum
developing consensus:developing consensus:

primary responsibility lies with littoral statesprimary responsibility lies with littoral states
role for all stakeholdersrole for all stakeholders
consultation & conformity to international lawconsultation & conformity to international law
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Cargo/supply chain securityCargo/supply chain security

Global Supply Chain Global Supply Chain 
Ports merely one node, and ships Ports merely one node, and ships 
merely one link in the supply chainmerely one link in the supply chain
Greater attention on how cargo is Greater attention on how cargo is 
handled, packed, transported before handled, packed, transported before 
loading onto shipsloading onto ships

Content securityContent security
secure what is inside the box, not secure what is inside the box, not 
just the box itselfjust the box itself
need to incentivise every player need to incentivise every player 
along supply chainalong supply chain
lessons from air cargo sector, e.g. lessons from air cargo sector, e.g. 
‘‘known shipperknown shipper’’ regimesregimes

Risk managementRisk management
riskrisk--profiling key elementprofiling key element
information on nature; origin; information on nature; origin; 
transport; destination etc. of cargo transport; destination etc. of cargo 
neededneeded
better chances of identifying better chances of identifying 
patterns; anomalies; deviationspatterns; anomalies; deviations
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Beyond the ISPS Code: Beyond the ISPS Code: 
NonNon--SOLAS VesselsSOLAS Vessels

Maritime security beyond the ISPS CodeMaritime security beyond the ISPS Code
ISPS not a panacea against all threats ISPS not a panacea against all threats 
Does not cover all vessels. Does not cover all vessels. 
USS ColeUSS Cole (2000) & (2000) & LimburgLimburg (2002) (2002) 
incidents incidents –– Threats posed by small boats in Threats posed by small boats in 
port waters / restricted waterwaysport waters / restricted waterways

Port of Singapore Port of Singapore 
3000 small vessels in port 3000 small vessels in port 
Measures to deMeasures to de--conflict their movement:  conflict their movement:  

Prohibited areas around sensitive installationsProhibited areas around sensitive installations
Designated routes for ferries/small craftDesignated routes for ferries/small craft
Security guidelines for selfSecurity guidelines for self--assessmentassessment
Harbour Craft Security Code (HCSC)Harbour Craft Security Code (HCSC)

Harbour Craft Transponder System Harbour Craft Transponder System 
Attain greater situational awareness  Attain greater situational awareness  
Successful testing of lowSuccessful testing of low--cost transponder cost transponder 
system or HARTSsystem or HARTS
Implement on all motorised vessels not Implement on all motorised vessels not 
subject to SOLAS subject to SOLAS –– within next 2 years within next 2 years 
Complement to AISComplement to AIS
AIS + HARTS AIS + HARTS –– Monitor, track and identify Monitor, track and identify 
98% of vessels in port98% of vessels in port
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